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The high-speed networks used by
modern healthcare organisations
are becoming increasingly
complex. Multiple devices and
links feature across a variety of
network technologies, protocols
and fopologies. With this
complexity comes risk.
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KEY STATISTICS

IN 2016, HEALTHCARE LED
ALL INDUSTRIES WITH A
TOTAL OF 263 DATA
BREACHES ACCOUNTING
FOR 27% OF THE TOTAL.

\\

233 DAYS

THE NUMBER OF DAYS 233
FOR A HEALTHCARE BREACH [RBI\S
TO BE DISCOVERED. %
)

THE PRIMARY SOURCES OF A DATA BREACH?
2014 2016

67% 827
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* According to the Ponemon Institute, 90% of healthcare
organisations have suffered a data breach in the last two years.

The average cost of a data breach is US$22m

e At least was averaged during 2016.

THE COST OF A DATA BREACH

The costs associated with a data breach could be felt directly, or
indirectly by the breached organisation and include:

BUSINESS FINANCIAL LOSS OF RISK TO PATIENT
DISRUPTION PENALTIES PRIVACY WELLBEING
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LOSS OF COMPLIANCE CRIMINAL
REPUTATION FAILURE PROSECUTION

2016 was a notable year for healthcare data breaches. Although the US was
the victim of most attacks, the UK, Australia and India were hit multiple times.
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WHAT IS HIGH-ASSURANCE?

Not all encryption solutions are the same. The critical nature of healthcare
networks (and the data they carry) requires a robust encryption solution
that provides certified, high-assurance network security and maximum net-
work and application performance; without compromise.

Senetas high-assurance Metro Area and Carrier Ethernet encryptors include
the security assurance of certification by leading independent testing au-
thorities and feature the following essential attributes:

Secure, tamper-proof,
dedicated hardware

Standards-based
encryption algorithms.

End-to-end,
authenticated
network encryption

Automatic ‘zero-touch’
encryption key management

DISCOVER MORE ABOUT
CN SERIES ENCRYPTORS
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Senetas is a leading developer of encryption security solutions; frusted to protect enterprise, government,
defence, Cloud and service provider data in over 35 countries. From certified high-assurance hardware, and
virtualized encryption, to secure file sharing with data sovereignty control, all are based on the same crypto-agile
platform and deliver security without compromise.
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https://www.senetas.com/products/cn-encryptors/
http://a16609.actonservice.com/acton/attachment/16609/f-0289/1/-/-/-/-/Healthcare-Network-Data-Security-SP-130217.pdf
https://www.senetas.com/encryption-overview/certified-high-assurance-encryption/?doing_wp_cron=1489591396.4481809139251708984375

